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# Mandatory: no
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# Default:

# StartPingers=1

© NTT Communications Corporation All Rights Reserved.

g —

e

N T T Communications

21



© NTT Communications Corporation All Rights Reserved.

- —

e

T T Communications

22



6 \NTTCommunications

N~ A

Ci
>
=
—J
2\

p
LLD> 79 = xv ~° 8&pH 4 P
(Zabbix’ )

© NTT Communications Corporation All Rights Reserved. 23



LLDp Low -Level Discovery P >~ 2

ir ]

LLD"" i A ©®.
YdNAnATT g

~

Zabbix

Template Module
Interfaces Simple SNMPv2

1 TRV A Vs T TR I BV [P
TN 9 -
A\AMn 4

NAM 1

24 n N dAj

T N1216 T ADAT Je

LLD ’

ZABBIX

1> "~ A 9 o~

"

k 1IN A 7 ifindex ~ AMA~ 0 <
Jy44M™ v~ i
T ATKkANANMYNT Je
NN o ~ 7 N”
<
v
~ -~ D PN

© NTT Communications Corporation All Rights Reserved.

L
g
J 1
ifindex = AMA~ Js
SNMP PR
> MnAdY
Sl ANIMAC

v

3 R Zabbix

_/1'\('-](&f VR

/1 . Software Design plus
ISBN978 -4-297 -10611 -9
p 3680 4+ P

o

‘\""--..__

NT/AAMTMN/NAMT A0Jds = 0

A 4 s

7. |

I

____________________________________________

E RFC1213-MIB::iflIndex.1 = INTEGER: 1
. RFC1213-MIB::ifIndex.2 = INTEGER: 2
| RFC1213-MIB:ifindex.3 = INTEGER: 3

E RFC1213-MIB::ifindex.4 = INTEGER: 4

At

i RFC1213-MIB::ifindex.77 = INTEGER: 77

S AR

ERo—tik-B#tic Ly
B4DA»77BREHRETS

v o, =
a . . /l l L AT 2T IV —ay OBHR
* WebA> AITXDBE. X7

#BLAE)

e S E A AR AT
ARG XA T8

TS T A
&>

N T T Communications

24



> &
/'\._
L L D 6 \NTTCommunications

/ZABBIX

\ | A
8 ‘ M" 41 MAdNYY |

© NTT Communications Corporation All Rights Reserved.



bA ) -
. ./1 3. . o NT T Communications

\_

MnA NN

{«4"‘ MYdA1nd”

VoM N ANIndT

AlANM™ Jde {NJ“‘DWN ) }- L

© NTT Communications Corporation All Rights Reserved. 26



Trapper A~ LLD AT Tcommnicatin

k4 A7 LLD A AT | Zabbix™ 7 7 ° pPoller A B < T H -
k +" AnM~™ AL~ 77 j zabbixxVnM AJ~ 1 p Trapper A P i xv ~ -~
KLLD 1 n4 7~ s Zabbix VANV NnS™ " AP AnM  ~ i X" p \\ %

k zabbix sender M\NJd1~ 1T 7 i ZabbixNAVNn i AJAnM~ 7

AT MY A1 nA
p Zabbix YAV NnP

E

zabbix_sender
(N1 AnMW)

© NTT Communications Corporation All Rights Reserved. 27



ANlAnM MIn\uU\N ANpPpCSVP

NT T Communications

\
k Trapper A~ LLD" “A) AN MY UVAT L T TP AT AN | P
k™" A1/4AMMn” " AT 91447 pANT i CSV ST
XN )
A NAMdM NAMMMAIUdTA Jd.7 a T MV NADY

XN 1 AnMNJdNA1 (CSY)

Interval ,process ,cmd ,minthreshold ,maxthreshold ,count
1m ,crond ,,1,0,#1

5m ,,php -fpm: pool zabbix ,30,0,#1
10m ,httpd ,,24,5,#1

28



Trapper A

LLD

ApA

MY9YA1n41P

kA" MV A1nAd’
K LLD ~ AnW

~

v

JSON
K™ " A1 /VAMMn”~ Jds T ‘

J~ [Zabbix VAN Nn] T AT~ T

AN v

~

T« XH/)NUJL—IL

TATOT o Sl-— b [ Template_TrapperLLD_Linux_Proc

FAAITUIL—) FFalE US40 I —

x%m

FProc Discovery

IrE=

S AU | Proc Discovery

[ 4T | Zabbix 5w JT—

-

* 4 — | process.discovery
*FELEG GV -A0FERIE | od
SRl A b

Bt

B

W'
B =

| g || Frot |

PATFLADTORZAT1 |

) (14 FA) -

& 1 &1 3

JSON”

NT T Communications

NN A w

Nl AnM

T A

27 LLDNNA" A T 7T
TAR L= BEFUE  LDYSO0 Jold—  EEE
FEULEDRE oy St
[ 12 | CEVISJS0ON W v /\g;z;';f“ﬁ‘ﬁ'“é“s-_.\]
=0
= [N (75 | e
TAZA L= FREEHEE  LLOYS0O Drd—  EEE
( )
LLDN40O  LIDw40 JSONPath
#CMD} $.cmd HllE
{#COUNT} $.count Al
{#INTERVAL} $.interval Bl
{#MAXTHRESHOLD} $.maxthreshold Al
{#FMINTHRESHOLD} $.minthreshold Bl
#PROCESS] $.process FlE
=il
= = )

© NTT Communications Corporation All Rights Reserved.

29



Trapper A

K™ " Y1 /4AMn
kK LLD\A N 4 °

LLD

N

NT T Communications

FPATLOTON T FEALE

E=L]]
G147

" ESRRIIR

ERERONAST1A

»

JOt7 2% ( {#PROCESS) - FCMD} )

ZabhbxT—=T > |

ZE R ™

FINTE FEUF.}»

P

proc.num[{#PROCESS],, {(#CMD}]

FIA—-DTORT S5 ([fEFEEE ‘
£E | JOtREER ([#PROCESS) - {#CMD} )
BRT—%
mE | 7oE | BE | == =Eops [SE0ES | HeTuES
* =5, | {Template TrapperLLD Linux Proc:proc.num[{$#ERO ‘, 1BEh0

[#CMD1].max ({£COUNT]) }<=[#MAXTHRESHOLD] or

{Template TrapperLlD Linux Proc:proc.num[{f#FROCE3S},,,

{#CMD} ] cmin ( {#C0THT 1) d»>={#HMINTHRESHOLD}

-
EE B —

© NTT Communications Corporation All Rights Reserved.

30




2 <
/1 /I '\1 n \'1 NT T Communications
\_

»~

kA)JANM™A9MAMT 17 p "~ i zabbix sender M\ 41~ T ° N

XNl AnM(CSV)
Interval,process,cmd,minthreshold,maxthreshold,count
1m,crond,,1,0,#1

5m,,php -fpm: pool zabbix,30,0,#1
10m,httpd,,24,5,#1

XN1T1TAAMA [Z') proc.data.txt P K Zabbix Documentation 5.0 /| ZABBIX_SENDER

MM A [-i, --input -file input -file]M N Y A
iTLLD_t”a'» ATMNYATIndT T T Y149 i
' process.discovery )‘ : . :
' "interval,process,cmd,minthreshold,maxthreshold,count \nlm,crond, 1,0,#1 \ n5m,php -fpm: pool zabbix,30,0,#1  \ n10m,httpd,,24,5#1 -1

A 4

------------------ L4 AL ettt I ¢ a = 1A ] S -

X 7 M\AUJd1p zabbix sender P

zabbix_sender -z 127.0.0.1 -1 ./proc.data.txt

© NTT Communications Corporation All Rights Reserved. 31



Trapper A O A CNTT Communica

T T Communications
\_
Vg 2 YA N , . o 2 ’ L] ™~ A ~ -
kKAl NnV NN i 4 Y1/ AAMInXA0Jds N\
717/ P AT IOAFEL
FTATOMRA S | TLLD trial B3 FPIUG—2321 PAFA3 RUH—3 H37 FZUIL—IL1 WebiFUFA 15— Y
TAH-F ZEla RUA— F— ERER EARY RLE S47 FIUS—z3 A7—52 1FE
Proc Discovery: ZFO1Z22] ( : php-fom: pool zabbix)  ~UFJ— 1 proc.numl,,,php-fpm: pool zabbix]  5m 90d 365d ZabbixT—Zx > b JOUEAER (T-LLD) FH
Proc Discovery: FO12222 (crond : ) FUH—=1 proc.numfcrond,, ] m 90d 365d ZabbixT—T x> TOEAER (T-LLD) EH
Proc Discovery: ZFO17 2 ( httpd - ) UF— 1 proc.numihttpd,, ] 10m 90d 365d ZabbixT—Zx > b JOUEAER (T-LLD) FH
WDSEMPERRUTVWET

N —

1 —HERE
TATOMA R / TLLD_trial %55 FFUE—23 Y1 FATAS RUH—3 H5T  FoRAUL—L1 WebsFUA _

A9 — 5
FEIE E Haia BRAT—4 F&5

Proc Discovery: JO17 ZEEER ( ; php-fpm: pool zabbix ) {TLLD_trial:proc.numi,,.php-fpm: pool zabbi<] max(#1)}==0 or {TLLD_trial:proc.num[,, php-fpm: pool zabbix]. min{#1)}==30 Ji}

£ Proc Discovery: 7Otz ZEESR ( crond ;) {TLLD_frial:proc.num[crond,,,]. max#1)}<=0 or {TLLD_trial:proc.numcrond,,.].min{#1)}==1

Proc Discovery: 7 O17 Z3NESR (hitpd )

{TLLD_trial:proc.num[httpd,,, ].max{#1)}==5 or {TLLD_iral:proc.num[httpd,, ].min{#1)}==24
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: CSVM1 1 MA \Nbo |

XML N'ny~ Zabbix = M N A VA
N1~ aA M™ d4n1 > p d7 7

\'Jd4nMn MAN

ZABBIX

4 APACHE

i]  //HTTP SERVER PROJECT
Apache > HTTP H—)U> FFa AV7 250 > N—T5 224> FTa—),

Drag and drop a file here or click %ﬁ;—"}'

B . Apache £ 1—)J)L mod_autoindex

FyIO-F Lii—h Execute

Index of /open

=)

Hane Last modified ize [Description
- 1 1 4 o
~ —

3 Parent Directory - ’ l

@ datas 12-0ct-2018 12:06 - . 4

EJ docs/ 16-Dec-2019 03:35 -

q Vd
XML Csv o images,/ 09-Mar-2015 11:06 - M “ ‘ 4 “ n 1 I

E] img/ 09-Mar-2015 11:05 - - A

Q isor 4-Jun-2020 12:28 -
a—H— news/ 09-Mar-2015 11:05 - D

. Q o 19-Dec-2016 00:48 1 U U

AT P A
AT AP @ tooler 17-Dec-2019 13:25

YT [:ﬁ work/ 27-Feb-2017 14:01

F+a1-—
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/usr/share/zabbix/include/defines.inc.php

N N

VY1449 Xs a'u
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e
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"-..‘_-_‘_

define('ZBX_IFRAME_SANDBOX' ‘'allow -downloads allow

-scripts allow

-forms allow -popups allow

-same -origin ‘);

allow -downloads M d4n1” ) |
allow -scripts MNYAMNAPUNN VY™ wP aA~
allow -forms MIn19, _,“lr_\\4_“”
allow -popups MY YNy T d1 0 T
allow -same -origin NAMAd N7 MAYNn™ 1

D) U ”
https://developer.mozilla.org/ja/docs/Web/HTML/Element/iframe#attr -sandbox
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4 1 RSl \\eb Ul on Dashboard

Qg0

TATOSH v am—F | Web Ul on Dashboard

® zur—5 XML to CSV Converter

HwZah— K

< Icon Images >

ICOOON MONO
https://icooon -mono.com/

Drag and drop a file here or click

4 XML to CSV )
MNANYA™ aA ™
VY N YV YA
(MV ~ download v Y1 M A

\_ . J

FwJiO— R

=l

download

dropify v0.2.2 - Override your input files with style.
https://github.com/JeremyFagis/dropify
(c) 2017 - Jeremy FAGIS <jeremy@fagis.fr> (http://fagis.fr)

Il download

< modern HTTP web server index >

h5ai
https://larsjung.de/h5ai/
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Drag and drop or click to replace
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B

FyvJOo—k

XML to C5V

t
S ——
i
fil

MNYANMNA~ aA

¥ download

B download

zbx_export_hosks.csv 2021-11-10 02:04
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(VAERIEECH

CDT A ATOUBERADT I A%FFAITS

P4 2A%F0T3E, Windows BT /(A ADEEEERLTEMESEL.
Microsoft MIBERET-FADRER LOENICT-72EFATE5L30EYE

S COT I ARERLTNAI-Y-3. Z0X-D0EFERERLT. 7TUMEI
EERICTIeATEBNEINERIRTEET. TUEARIETT 3L, Windows
M#EE, Microsoft Store 77U, HEUVEEALDT AT M T TTUADILETE
FOEEATOVIENET,

GEJ'JT“JH ADRIEFERBIAVICE TN R
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FIVMIBIERICTITATEE L5295
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TIFEESTHAAYLTVSE S, BIROBHDSFN 730 FICEEFEN.
Microsoft PADY FCHA AT 2MDT A AL EFENTT . TIZAZES
TBL. IOR-JICETRENTVNSTTUETMIBBRICT 7 2 ATELLYE
ER

@

—BOTAI YT PTUTH, ZOA-JORENATCE-TNSEETE, 1-
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—————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————

'Add-Type -AssemblyName System.Device
' $GeoWatcher = New -Object System.Device.Location.GeoCoordinateWatcher
' $GeoWatcher.Start()

Ewhile ((3GeoWatcher.Status  -ne 'Ready’) -and ($GeoWatcher.Permission -ne 'Denied’)) {
- Start -Sleep -Milliseconds 100
y

If ($GeoWatcher.Permission -eq 'Denied'){

~ Write -Error 'Access Denied for Location Information’

}else {

$watcher = New -Object System.Device.Location.GeoCoordinateWatcher
$sourceld = "Location”

$job = Register -ObjectEvent -InputObject $watcher -EventName PositionChanged -Sourceldentifier $sourceld
$watcher.Start()

$event = Wait -Event $sourceld
$event.SourceEventArgs.Position.Location

Remove - Event $sourceld

Unregister -Event $sourceld

_________________________________________________________________________________________________________________________________________________________________________________________________
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\-l \l \'I \/1 I - 1 T ) (_X AI - -1 V ~ Al /I ST \N'_I'TCommunicéﬁons
PowerShell D 2 0 B | ,
SNV 4T T T aAdT g ToANYMAMT 4T AN T

geoinfo.bat
@echo off

powershell -ExecutionPolicy RemoteSigned -File C:\ zabbix_agent \ bin\ geo.psl > C: \ zabbix_agent \ log\ geoinfo.txt

geoinfo.txt

Latitude - 35.66102 | )

Longitude -+ 139.75718 e ‘.

. | ongitude AR

Altitude 0  Altitude z 1nAA J°

iHOI‘IzontaIACCUFacy 1 79628 i HorizontalAccuracy Z B AnA A

VerticalAccuracy : NaN i VerticalAccuracy z J°7 AnA1 i

'Speed - NaN ~ Speed z Ao ]

‘Course - NaN . Course z 2. . Y I\ \
1sUnknown . Ealse | IsUnknown Z 1 YnM D" 29
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,\i /-l /1 \NTTCommunications

(14

Zabbix o > T T4
PowerShell a A YYMA T 0 T A g 0
S mo= : <—> | c g o<
N N k1
- NN VA1
system.run[PATH,nowait] Vfs.file.contents[PATH]
AnM KAN R
a A ~ g a A &> A
AnM KAYI VA
Windows a
Y Y
geoinfo.bat & A [—> geoinfo.psl A ) —>{ geoinfo.txt

DH—F ZEla UH— F— EREEE EARY ML S4T Pl —L3w AF—4H32 EE

Execute Geometry system_run["c:\zabbix_agentibin\geoinfo.bat’ nowait] 1m 1d ZabbxT—T T o MIFOTD) {IEESR %i"

Read Geometry vis_file_contents[c-\zabbix_agentlog\geoinfo_txi] 1m 1d ZabbxIT—= x> MNFESTD) USSR =l

Read Geometry: ¥8E (HorizontalAccuracy) geo[HorizontalAccuracy] 1d T 71T Lo {I=E5F =3l

Read Geometry: ¥8E (Vertical Accuracy) geo[VerticalAccuracy] 1d BEEFAT I =S5 =l

Read Geometry: $2E(Longitude) geo[Longitude] 1d TEFAT s IE1EE sk

Read Geometry: i2E (Latitude) geo[Latitude] 1d TFEFAT I =S5 =i

Read Geometry: BE(Course) geo[Course] 1d WFF AT L EEE a3

Read Geometry: FE=E(Speed) geo[Speed] 1d TFFATA IEEH et

Read Geometry: SE(Altitude) geo[Aliitude] 1d TIETFA T =S5 T
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¥ DESKTOP-A1CJCIR
[ DESKTOP-A1CJC3RE
v DESKTOP-A1CJCIR
v DESKTOP-A1CJCIR
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32

2T BIOF T w470 Z EFTOHE =it

CPU (8771 T Lu)

Disk 0 C: (8717 L)

Filesystem C: (3777 7 {x)

General (42717 )

Number of processes [l 20211107 17:58:13 198 +2 =2
Number of threads & 2021M11/07 17:5812 1902 +40 =7
System description ﬂ 20211107 17:43:20 Windows DESKTOP-A1CJ. .. AU
System name & 2021111107 17:43:15 DESKTOP-A1CJC3R i oY
AIEER (9717 L)

Execute Geometry 202111/07 17:57:29 1 =
Read Geometry 2021111/07 17:57:30 Latitude : 35.66103 =AU
&R (HorizontalAccuracy) & 202111/07 17:57:30 105 =2 U
&R (VerticalAccuracy) [E 202111/07 17:57:30 NaN =2 U
#ZE (Longitude) 202111107 17:57:30 139.75716 =2 U
& (Latitude) 202111107 17:57-30 35.66103 EARY
A= (Course) el 2021H1707 175730 NaN U
EE(Speed) I 2021/11/07 17:57:30 Mal 2 U
SE(Altitude) 2021/11/07 17-57-30 0 e U
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0 AN pLinux P

Linux> 0 ~ GPS4Ynydn~ 1

# Isusb

Bus 002 Device 005: ID 067b:2303 Prolific Technology,
Inc. PL2303 Serial Port

NA VY MpttyPT T NYNMXY T p©

# Is /dev/ttyUSB*

/dev/ityUSBO
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g p S d /1 T /1 \l! TTC ommunications
GPSHAYnydno ° 0. 77 igpsd” 1" 71

ZabbixAgent ° ~ 0. “Python = 9 i~ 7 A~ T T %[EE

# apt -getinstall gpsd gpsd -clients python -gps python3 -pip Eﬁ

# pip3 Install gps3

gpsd O YMYAdT GPS4Yndn AN M7 AT T

Ubuntu # vi /etc/default/gpsd ; Redhat # vi [etc/sysconfig/gpsd
ESTART_DAEMON:"true" OPTIONS=" -b -n -F /var/frun/gpsd.sock /dev/ttyUSBO

' USBAUTO="true" A N\ A AY
 DEVICES="/dev/ttyUSBO" |

. GPSD_SOCKET="/var/run/gpsd.sock"

GPSD_OPTIONS=" -n"

# systemct| start gpsd

© NTT Communications Corporation All Rights Reserved.
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gpsinfo.py

- #!/usr/bin/python3
- from gps3 import gps3
- import csv
- gps_socket = gps3.GPSDSocket()
' gps_socket.connect()
' gps_socket.watch()
' data_stream = gps3.DataStream()
- with open(‘geoinfo.txt, 'w') as f:
writer = csv.writer(f, lineterminator="' \ nY)
=0
for new_data in gps_socket:
if new_data:
data_stream.unpack(new_data)
list=[data_stream.TPV['time'],
data_stream.TPV['lat],
data_stream.TPV['lon'],
data_stream.TPV['alt']]
writer.writerow(list)
|+=1
if 1>5:
break

© NTT Communications Corporation All Rights Reserved.
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A )

M 17 pPA - MYANAT

geoinfo.txt

'n/a,n/a,n/a,n/a

2021 -11-07T05:19:11.000Z2,35.66103,139.75716,52.97
2021 -11-07T05:19:11.000Z2,35.66103,139.75716,52.97
2021 -11-07T05:19:12.0002,35.66103,139.75716,52.97
2021 -11-07T05:19:13.0002,35.66103,139.75716,52.97
2021 -11-07T05:19:14.0002,35.66103,139.75716,52.97

__________________________________________________________________
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Zabbix a ST T T A
MNANVNAGA o B T I TR v ———> MM A Jd Y J A
o o= C e | N1
N A Skt
system.run[PATH,nowait] Vis. file.contents[PATH] —> A VA
YoM KAN " A
a A ~ 4 a N a> A
AnM KAYYIMA
Linux a
Y Y
geoinfo.py A > geoinfo.txt
6 > gpsd
JH—F  EEla - 4 EESEE AU RLE O AS4T FIlUsr—=.3z ATFT—HA EE
Execute Geometry system.run[“/usriocal/src/gps/gpsinfo.py” nowait] 1m 1d ZabbixT—Z T TFHFTJ) UEESE B
Read Geometry system.run[tail -1 ftmp/gecinfo.txi] 1m 1d ZabbixT—=x o MNFHSTD)  AEESE =
Read Geometry: & (Longitude) geo[longitude] 1d T AT I IEEEH =50
Read Geometry: £ (Latitude) geo[latitude] 1d TETFAT I =B =0
Read Geometry: S (Altitude) geo[altitude] 1d TEFAT I =B =0

© NTT Communications Corporation All Rights Reserved. 58
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Hwzah—
BE

g ——

N T T Communications

"\___-‘_

FMVLUCA0MN

ZH] &
CPU (177 T fx)
Filesystem / (4277 /[+)

General (37717 /)

Maximum number of open file descriptors ﬂ 20211107 180127 87929 A=7
Maximum number of processes & 20217111/07 18:01:27 32768 =7
Mumber of logged in users [EB 2021M11/07 18:07:50 3 =7
Mumber of processes 2021/11/07 18:07:50 190 b
Mumber of running processes 202111107 18:07:50 2 =T
System boot time 202111007 171627 20211107 12:28:14 e
System description ﬂ 202111707 18:01:27 Linux FMVLUCA40MN 5.0.0-3. . A U
System name & 20211107 18:01:27 FMVLUCA40N A -
Interface enpss4 (8777 [x)

(SRR 5717 L)

Execute Geometry 2021711107 18:07:50 1 AL
Read Geometry 202111707 18:0750 2021-11-07T09:06:50.020Z . .. AU
¥ (Longitude) 2021/11/07 18:07:50 139.75716 2 U
5E (Latitude) 2021111707 18:07:50 35.66103 A LU
SE(Altitude) 202111707 18:0750 n/a AU

© NTT Communications Corporation All Rights Reserved.
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"user": "${ZABBIX_USERY}", {"hostid":"11053",
"host":"FMVLUC40N",

“inventory":{" os":"Linux version 5.0.0 -32"" location lat ":"35.661033129"" location lon ™"139.757168605"}
}

|

I

|

|

|

I

|

|

|

I

|

|

|

I
"password": "${ZABBIX_PASSWORD}" :

}’ |

"id": 1 :

} |
EOS !
) |
TOKEN=$( I
curl -s -H 'Content -Type:application/json -rpc' ${URL} -d "${PARAMS}"|jq  -r'result’ :
|

I

|

|

|

1,
"id":"2"}

"'\..\____‘_
connect -api.sh result
________________________________________________________ |____________________________________________________________________________1
#!/bin/sh : : "jsonrpc":"2.0",
URL="https://127.0.0.1/ zabbix/ api _jsonrpc. php:¢"result":[# Zabbix API URL
ZABBI X_USER=¢Admint¢ :{"hostid":"10729", # User Name
ZABBI X_PASSWORD=¢zabbixt¢ | "host™:"BNT -#013raobils"wo r d
## API Token : “inventory™:{" os":"Android 9"" location lat ":"35.6610358"" location lon ":"139.75716"}
PARAMS=%$(cat << EOS : b
{ i {"hostid":"10958",
“jsonrpc™: "2.0", : "host":"DESKTOP -A1CJC3R"
"method": "user.login", I “inventory™:{" o0s":"Windows 10 Home x64 """  location lat ™" 35.661037699482"" location lon ™" 139.757160030"}
"params": { : 1,
|
I
|
|
|
I
|
|
|

)
## APl call

PARAMS=$(cat << EOS
{

MMAT JdY JdA A
0S 1 OSVAI’]

VA location_lat (.

n

location_|on l

hostget A Y V1~ 1

0 ~ 7 dY

“jsonrpc™: "2.0",

[
_ =
2 2
B T |

Q
>

"method": " host.get

"params": { [
"output”: ["host"], I
"selectinventory™: [*  o0s"" type “" model “"vendor ""location lat ""location lon "], :
"searchinventory™: {* location lat " " ."} }, :

"id": =2", I

"auth": "${TOKEN}"

}
EOS

)
curl -s -H 'Content -Type:application/json -rpc' ${URL} -d "${PARAMS}"
exit 0

# EOF

Localtion lat p17 P
N4 1° X O

2
i

2
=

© NTT Communications Corporation All Rights Reserved. 60
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WARNING

The contents of this document are for experimental
purposes only and are not intended to guarantee
operation or safety.

The speaker and NTT Communications assume no
responsibility whatsoever for any events that may
occur as a result of using this information as a
reference.



Zabbix

M M- "D 9K

k Zabbix Agent™ M J N~ 4 TNV Y VX

kNnyY /AMNANVNAI-

NV YnM -

Zabbix Zabbix Zabbix Zabbix Zabbix
Packages Cloud Containers Appliance Sources
Images

Download and install pre-compiled Zabbix agents

[J Show legacy downloads

OST+APUE2I—23> 0S/i—Z=3> HARDWARE ZABBIXJ{—Z32, ENCRYPTION
Windows Any amde4 5.4 OpensSSL
Linux 386 5.2 No encryption
macOS 5.0 LTS
AlX 44
FreeBsD 42
OpenBSsD 40LTS
Solaris 3.0LTS

Zabbix
Agents

PACKAGING

MSI

Archive

NV 1 nMX

NG

7

A4

v

OS/I" nYYNVAXNVNA

Y\'nMMn1H

p 9.

@W\J\ApAndroid Pi’
: <

Zabbix Agent

PJs

-
~
N 7 ~
.
N\ ~ o
I.’

~
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Unofficial Zabbix Agent

Unofficial Zabbix Agent BT

dentier Y—JL *khh 68 & E =) 11X A1A =)L
€t 21-H—3R 20219F9H21H 2.0M 5,000+
COTF7T)IE. BEVWOTNAZAO—BFTCHBTEET BEON—3 Y Android Eft AVFIYDL—F1

4.6 403 L E g

L O] 0 W4 59%10:28 | o] 0 ov W 4 95%16:07

Zabbix Agent Zabbix Agent

PR LAR—hk T

S\ O Start at boot O
N g =N — \ - . — L
& p Sl 7 TR AE7H A>T > V%R dentier
-~ £) ort
Settings Iﬁjl:
Comma separated list of aut..
P{s) o f NS gevice
ACTIVE AGENT CHECKS
S1FRPEACAZZEKDUMMYD Enable active checks F’fﬁ%?ﬁ
FEBO-EC1F:72FFFEDB ED60%P2ZPD fed | s Irl_;ﬂ' d ed | kE"‘u-""c"| . fr
Server host/ip ==
192.168.0.122 735 "1/ .a‘r“:.\f/_ ﬂ_:: |_’J i”,_
Server port

FEBO:EE1F:72FF-FEDB:EDE0%WLAND

9 rue Edouard Manet,
92600 Asnieres sur Seine

France

Agent hostname




k
k

Unofficial Zabbix Agent

1 1 4

N
\ L

. a

~ D

aX U

agent.hostname
agent.ping

agent.version
android.manufacturer
android.model
app.foreground
app.running
gps[<timeout>]
gps.latitude[<timeout>]
gps.longitude[<timeout>]
gps.altitude[<timeout>]
gps.accuracy[<timeout>]
net.carrier
net.connectivity
net.if.in[if,<mode>]
net.if.out[if, <mode>]

N\

.

N\

43

ir

-

%

net.{mobile,total}.{rx_bytes,tx _bytes,rx_packets,tx_packets}

net.roaming
net.signal_strength
net.wifi.bssid
net.wifi.status
net.wifi.ssid
net.wifi.signal

) X |

power.battery level
power.battery temperature
power.source

power.status
proc.cpu.util[<name>]
proc.memf[<name>]
sensor.light

sensor.proximity
sensor.temperature
system.cpu.load]]
system.cpu.num
system.cpu.freg[number,type]
system.hostname
system.localtime][]
system.sw.arch
system.sw.os|]
system.uname
system.uptime
vfs.fs.size[fs,<mode>]
vm.memory.size[total]
vm.memory.size[free]
web.page.get[host,<path>,<port>]
web.page.perf[host,<path>,<port>]




NYdMdAnAN A4° ~ 0t

v

k Zabbix Share ~ ¥4 M 4nAX0 N 7 7 Xj Zabbix30 1~ & N "7

k Google Play J Y18n 1 X N B

Share '

Zabbix templates, modules & more

Unofficial Zabbix Agent

dentier V—IJL Adkhkk 658

€t 21—

Search. ..

Advanced Search

Applications . ) ) COTF G BEVWOTFAM A0S THRATEIEY
Clou Unofficial Android Zabbix Agent Template T

Databases First ingtall "Unofiicial Zabbix Agent” on Android

Netwaork Appliances Enable aclive monitoring to ue aclive template.

Network Devices It uses Zabbix active agent template {can be donwloaded from our github: hitps:/github.com/muutech/zabbix-templates

Official Templates This is an unofficial Zabbix Agent for Android. It currently supp
Made by Muutech Monitoring Solutions, feel free to use it and any comment is welcome!
Operating Systems dagent hostname : EIQE'I"I noasiname as SDE'CI:E'E N apps orefe

Debian agentoing
FreeBSD 0 vote Rating agent.version
IBM i (i5/08, 08/400) for BM  Listing Details android. manufacturer : manufactu
System i (AS/400) Tura - . R .
pe Template android. model : model of the devic
Linux 0s « Other frre d - nackane name o mrirrent fareara in et mnared an Andraid a— £ )
app.foreground : package name of the current foreground app (not supparted on Android == 5.0)
Mac OS ] _ )
Min Zabbix version 30x app.running : json formated list of running apps (not supported on Android == 5.0)
macldS
Features » Zabbix Agent gps[<timeout>] : output location of the device (latitude/longitude/altitude/accuracy in json)
RedHat «  Zabbix Agent Active L . L . - e . . L L .
, gps.latitude[<timeout=] / gps.longitude[<timecut=] / gps.altitude[<timeout=] / gps.accuracy[<timeout=]
Security Link github.com/muutech/zabbix-templatesitree/master/ANDROID - ) . - . e - o
ot output location of the device (latitude/longitude), altitude, accuracy (in meters) as a float
0lars
Ubent Created 20180709 net.carrier : network carrier name
LntL
VM Vare 2018-07-09 14:44.25 net.connectivity: device connectivity, one of 2G, 3G, 4G
Windows T Android, Template net.if in[if <mode=] : see zabbix documentation. This item does not work for Android 10+ (Google
Powe ech Monitoring Solutions, S.L. restrictions)
h Monitoring Solutions net.if out[if =mode=] : see zabbix documentation. This item does not work for Android 10+ (Google
restrictions)
net.{mobile total}.{rx_bytes,tx_bytes rx_packets tx_packets} : bytes/packets received/transmitted on
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JMANA1

JMANA

N

A a U

Service online

N

Google Play o
Zabbix Agent ~

Zabbix Agent

\ Settings J

ON

FE80::DC1F:
80FF:FEB4:FCE9%DUMMY0

FE80::2390:A87F:
662:38B9%R_RMNET_DATAO

FE80::2629:FEFF:FEB1:742B%WL
ANO

192.168.1.148

FE80::F992:6AF0:CC99:995F%R

Zabbix Agent

Start at boot

Port
Comma separated list of ..

Agent hostname (case se..

USER PARAMETERS
View
ACTIVE AGENT CHECKS

Enable active checks
Server host/ip

Server port

— NV Y VM

-

~ A }

— —

57 N A

o

M

Agent” M M A

N\
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\nMW 0

M\ nAMYdJd (Androidll) M\ nAMYJ (Androidl10) MM 41\ N (Android9)

Wifi (37717 Ls) Wifi (37715 1s) Wifi (371 T L)
Zabbix Agent (27777 £x) Zabbix Agent (27777 {x) Zabbix Agent (2771 7 L)
DATIN (BT AT L) SAF I (5T AT L) AT I (BT AT L)
0s 2021/11/16 19:57-18 Android 11 0s 2021111115 03:11:06 Android 10 o8 202171115 03:0312 Android 9
e _ F—TaF 202111 03
F—tFEHFT 202111116 19°57-18 aarchéd F—tFHFv 2021111715 03-11:06 aarchs4 FETOET 115 03:03:12 aarchss
. A S (System) 202111115 03:03:11 localhost
A FE (System) 2021/11/16 19:57-18 localhost A & (System) 2021111115 03:11:06 localhost
¢ A ES (uname) 202111115 03:03:12 Android
A EER (uname) 2021M1/16 19:5718 Android A HEZE (uname) 202111115 03:11:06 Android
ZEEE
FLENESRT ELEESRS
A — (3P A T L)
I Y— QFATL) Y — 27 AT L) -
trH— (EE)
- (EE) 2021/11/16 20:45:22 0 lux - (EE) 20211115 03:11:08 245 lux i .
7o H— (BE)
trot— (i) 2021/11/16 20:45:22 0cm troH— (5 20211115 03:11:06 5cm . R
o — ()
_ e _ _
TIA2EE 2021/11/16 19:57:18 ASUS_1002D THAAEE 2021/11/15 03:10:58 KYV45 =) tof ZELE 502111115 030306 BNT-1013
FIAZEET 2021/1116 19:57:18 asus Filr ZEET 202111115 03:10:58 KYOCERA ) 2 Ees 2021/11A5 030306 BLUEDOT
Iy T — (47 F L) Ny FU— (@FAF L) J W FU— (4FAFL)
ST —FEE 2021111116 20:45:22 39 % S TFU—FEE 2021/11/15 03:11:06 93 % JwFU-—FEE 2021111715 03:03:11 61 %
JwFU—BE 2021/11/16 20:50:24 247 °C JlwF ) —BE 2021/11/15 03:11:06 31 °C NyTU—BE 202111715 03:03:11 22°C
)Ly FU—IREE 2021111116 20:45:22 charging J Ly T U —1REE 2021/11/15 03:11:06 charging ST U —HRRE 2021711715 03:03:11 discharging
I Cwg == ) — IR, -3
Sy FU—RERR 2021/11/16 20:45:22 ac Sy FU—REI®R 202111115 031106 ac /TR 2021111015 030311 unplugged
_ UY—2 (47 F L
UV—Z BFAFL) UV —Z (37T L) R
CPUER 20211115 03:03:11 4
CPUE 2021/11/16 19:57-18 8 CPUE 2021/11/15 03:11:06 8
CPUET
HEY (EEER) 2021/11/16 20:50:24 1885 MB HEY (EFEE) 20211115 03:11:06 873 ME
AL (ESEE) 202111115 03:03:12 1030 ME
AEL (EzEE) 202111116 19:57:18 76T ME AEY (B=E) 20211115 03:11:08 AT43 ME
HEU (ﬁ%@ﬁ) 20211115 03:03:12 2958 MEBE
B TER (4777 T 1) MIEHR A7 1T _
fiEtaER (471 T 1)
BERR 77 BEFE 37T L .
SRR 3P T L) AR | ) BERE 3FAFL)
. = | 7 - -
EFEFr T 2021/11/16 20:45:22 NTT DOCOMO EfFEFvT U7 2021M11/15 03:11:05 KDDI EEtv T 2021/11/15 03-03-11
EES1F 2021/11/16 20:45:22 4G EES1F 2021111115 03:11:08 Unknown EEs T 2021111115 03-03-11 Uniknown
CEFESEE 2021/11/16 20:45:22 -84 dBm CEESEE 2021M11/15 03:11:06 0 dBm EESEE
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GoogleMap “ M n\Yn~™ |  p P

& Zabbix API
( host.get "sellectlnventony- )
C r HTMLJds M N A\ A \ |\ "
MM JdY JdAA Google Map

A4

UnYn >~ 0

h 4

k Zabbix APl ~ 1T 7 = Jdy dAA 0 E&na’%O“

. ) . = . @ Google Maps Platform
k GOogle Map \J n -\l n /1 : N Web > Maps JavaScript API

https://developers.google.com/maps/documentation/javascript/markers
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GoogleMap " M n\n™ |I_. po 1 HTMLP

____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

<html>
<head>
<title>Google Map API</title>
<style>
Jabels {

color: #ffffff;

background: #000000;

font -size: 14px;

text -align: center;

padding: 2px 10px;

border -radius: 8px;
}
</style>
<script type="text/javascript" src="https://maps.google.com/maps/api/js?key=[Application Key]" charset="utf -8"></script>
<script src="./js/markerwithlabel.js"></script>
<script type="text/javascript">
function initialize() {

var lating = new google.maps.LatLng(35.6610355114422, 139.757244951752);
var mapOptions = {
zoom: 5,

”’ = cd

Vnyn 0 7 i
arkerwithlabel.js T

Vn¥n AnMVM\A

mapTypeld: google.maps.MapTypeld. ROADMAP, F’) T l OS’ ) P
center: lating
h
var gmap = new google.maps.Map(document.getElementByld("map"), mapOptions);
var markerData = [
{hostid:"11053",host:"FMVLUC40N",name:"FMV -BIBLO Loox U/C40",0s:"Linux version 5.0.0 -32-generic ",type:"",model:"FMV  -BIBLO Loox U/C40",vendor:" A "location_lat:"35.6986615997881" location_lon:"139.759607978815"},
{hostid:"11060",host:"ZabbixJapan",name:" Ae 1 M n \ PC"o0s:"Linux version 3.10.0 -1160.45.1.el7.x86_64,type:"NTTDocomo",model:"Zabbix Japan",vendor:"Zabbix Japan",location_lat:"35.6 610355114422" location_lon:"139.757244951752"}
I;
/I maker create > ”
for (i = 0;i < markerData.length; i++) { \l n \ n 0)
/l var marker = new google.maps.Marker({ P sy & 2
var marker = new MarkerWithLabel({ p | P
map: map,
position: new google.maps.LatLng(markerData[i].location_lat, markerData][i].location_lon),
title: "Name : " + markerData[i].host + " \ n"+"0S : " + markerData[i].os + " \' n" + "Model : " + markerDatai ]-model + " \ n"+ "Vendor : " + markerData][i].vendor + " \' n" + "Carrier : " + markerData][i].type + " \n",

labelContent: markerDatali].name,
labelAnchor: new google.maps.Point(10, 0),
labelClass: "labels",

labelStyle: { opacity: 1.75}

D; >

marker.setMap(gmap); U n\n ,U N -

e b PATT A P
</script>
</head>

<body onload="initialize()">

<div id="map" style="width: 1000px; height: 600px;"></div>
</body>
</html>
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ZABBIX Sl Google Map
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Android T Agent” M~ J A

”
an

k na i Unofficial ZabbixAgent ~ > /4 0o =~ A~ 0 ~ D
MUnAMIYJd’ o8kl  Android Y MY v 7 ‘P"D‘U'I'

k ASUS Zenfone7 p Android 11@aarch64 P

k KYOCERA KYV45 p Android 10@aarch64 P

k BLUEDOT BNT-1013 p Android 9@aarch64 P
kMUnAMYdY 944 A G I X 0 A\ \ \\ &4 |"
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kAaa “~ 973 i NY1ANT AT T R R T |

Unofficial Zabbix Agent =~ _ 1 A N T B |



© NTT Communications Corporation All Rights Reserved.

N T T Communications

75



